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Abstract:

Any economic activity involves risks. Risk analysis is an essential element for the sustainable
development of any company. Companies in the automotive supply chain comply with the IATF
16949 standard, the delivery of quality products being essential. Quality management involves
the minimization of risks and even their elimination, as we are talking about products with a
direct impact on people's lives. In general, the a priori analysis of potential risks is essential in
any field, the company being able to respond ina. Timely manner and with minimal damage to
any unforeseen situation.
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INTRODUCTION

In such a competitive and ever-changing field, risk analysis is a vital point in strategy
building. This helps prevent financial collapse and ensure continued and sustainable development.

Deepening the risk analysis will lead to a better knowledge of the major influencing
factors on the interested parties. The production processes will be investigated, the way to analyze
the deviations that have occurred, as well as how to solve them and how to prevent them.

The term risk, according to the Explanatory Dictionary of the Romanian Language',
comes from the French word "risque" and signifies a "possibility of ending up in danger, facing
trouble or suffering damage: possible danger".

The concept of risk is closely related to the company's financial strategy, being linked to
the cost of capital (owned or borrowed). It is called capital risk and has two components:
operating risk and financial risk, both of which depend on the fluctuation of the rate of return to
variations in the volume of activity. The notion of risk has meaning only when foreshadowing the
future and when trying to estimate possible fluctuations in the rate of return with the help of
forecasts, starting from the signals provided by the analysis of the past situation?.

1. RISK IN CAR MANUFACTURING COMPANIES

Any economic activity is accompanied to a lesser or greater extent by risk®. "Risk, in a
general sense, signifies the variability of the result obtained under the pressure of factors
originating from the internal or external environment of the company; represents the potential
damage to which the patrimony and activity of the economic agent is exposed. The assumption of
risk is closely correlated with the profitability of the activity, companies only assume a risk based
on the profitability they expect, so the profitability must compensate for the assumed risk."*
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In order to be managed effectively, the risk must be approached in the following steps: its
identification, analysis, control, elimination or transfer.

The activity of production companies, of companies in general, is defined by risk. A
common definition of risk is: "effect of uncertainty, positive or negative deviation from an
expectation"’.

Having customers only in the automotive field, the company must be audited by an
external company, accredited worldwide, every year based on the IATF16949 standard.

IATF 16949:2016 is the only globally recognized standard for quality management that
applies to any organization active in the automotive supply chain. The automobile industry being
one of the most demanding in the world, car manufacturers, known internationally as OEMs; i.e.
Original Equipment Manufacturer, requires all their suppliers to have the processes under control
and understanding the specific needs of the customers, CSR, to focus on their continuous
improvement.

IATF certification demonstrates that these criteria are met. Basically, this standard, like
others, is a set of requirements related to the quality management system.

It is not a stand-alone quality management standard, it is applied in combination with ISO
9001 and CSR (customer specific requirements). This international standard aligns with other key
management system standards and presents the quality management requirements for
organizations working in the production of automotive parts and/or their services. Being a field
with a direct impact on human life, this standard emphasizes the reduction and even elimination of
risks and the fact that all processes are well aligned with the company's business strategy to
achieve sustainable development by providing safe and quality products and services .

In the subchapter, 6.1 Actions to address risks and opportunities, of the IATF16949
standard it is required that the organization must include in its risk analysis, at least, the lessons
learned from product recalls, product audits, returns and field repairs, complaints , waste and
recycling. The organization must also keep documented information as evidence of the results of
the risk analysis.

In the subchapter, 6.1.2.3 Emergency plans of the IATF16949 standard, it is required that
the organization must®:

a) ,identify and assess internal and external risks for all production processes and
infrastructure equipment essential to maintain production and ensure that customer
requirements are met;

b)  define emergency plans according to risk and impact on the client;

c) prepare contingency plans for continuity of supply in the event of any of the
following: key equipment failures (see also section 8.5.6.1.1); disruption of externally
provided products, processes and services; recurrent natural disasters; fire; utility
outages; lack of labor force; or infrastructure disruptions;

d) include, as a supplement to contingency plans, a notification process to the customer
and other interested parties for the extent and duration of any situation affecting
customer operations;

e) periodic testing of emergency plans for effectiveness (eg simulations, as appropriate);

f)  conduct emergency plan reviews (at least annually) using a multidisciplinary team,
including senior management, and update as appropriate;

g) document contingency plans and keep documented information describing any
revision(s), including the person(s) who authorized the change(s).”

3 George Balan, Lucian Grigorescu (2013), Managementul strategic al firmei. Editura Sitech, p.162
¢ Automotive Quality Management System standard, IATF IATF 16949 - Reguli pentru obtinerea si mentinerea
recunoasterii IATF (Editia a 5-a, noiembrie 2016), ifpublications@industryforum.co.uk
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2. RISK ASSESSMENT

The inputs to the risk assessment, all performed internally, are: Group-level assessment,
including stakeholders and stakeholder analysis - Business Process Model, SWOT analysis,
Strategic planning and "Turtle" diagram for business model.

2.1 Business process model is a field in operations management that focuses on
improving corporate performance by managing and optimizing a company's business processes.
Therefore, it can be described as a "process optimization process". It is argued that BPM enables
organizations to be more efficient, effective and capable of change than a traditional functionally
oriented hierarchical management approach’. Figure 2.1 shows a graphic version, which makes it
easier to understand the interaction between the processes. They are structured on three levels of
processes, all under the "umbrella" of continuous improvement: management processes, core
processes, and support processes.

Management processes support corporate management, thus creating a basis for strategic
and operational decisions. They must guide the company to a successful future where actions,
scenarios and decisions are based on both internal and external analyses.

Core processes are strategic, relevant, value-added processes. They have clearly defined
input and output data. They must always have contact with the external market, as their activities
cover the fulfillment of a customer order and, consequently, customer satisfaction.

Support processes are actually providers for core processes. They offer specific know-
how; however, these processes are not integrated into the core processes because of their
advantages obtained through specialization having primarily a support function. They must not
have contact with the foreign market.

All of these processes impact an organization's cost and revenue generation.

-
Manageemmt 1Yy cceraes
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Continuous Improvement =

Figure 1. ,,Business Process Management”
Source: https://www.telework.ro/ro/managementul-proceselor-de-afaceri-business-process-management/

"https://www.telework.ro/ro/managementul-proceselor-de-afaceri-business-process-management/
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2.2 Strategic SWOT analysis originates from research conducted between the 1960s and
1970s at the Stanford Research Institute in the US. The acronym SWOT comes from the English
Strengths, Weaknesses, Opportunities, Threats, meaning "Strengths, Weaknesses, Opportunities,
Threats". within this analysis, the company makes a self-analysis based on the 4 points. within
this type of analysis, the following are taken into account?:

- Analysis of the economic and socio-cultural environment for possible dangers, risks and
new opportunities;

- Assessing the financial, human and technological strengths and weaknesses of the
company;

- Evaluation of opportunities depending on the fact that they are favored by a strong point
or hindered by a weakness. The result is: realistic odds (with a high probability of success);

- Identifying the most appropriate actions to realize these opportunities;

- Budgeting and selection of indicators to control progress and success.

This visual analysis tool, also presented in figure 2.2, provides an overview of the
company's position.

Table 1. ,,SWOT Analysis”

Endanger the
Benefits of achieving goals | achievement of the goals

Internal source

(organization) Strengths Weaknesses
External source
(external environment) Opportunities Threats

Source: https://organic-agency.ro/analiza-swot-model-exemple/

In the first quadrant called strong points, the company's internal characteristics or factors
that ensure a stable position as well as advantages compared to other competing companies, are
followed. The questions that are asked at this point are:

- What does our company do best?

- According to other people, what are the strengths of the company?

- What are the unique resources that the company relies on?

In the weak points quadrant, the internal elements of the company that require increased
attention in order to improve them, so that they are transformed into strong points, or eliminated,
are presented. Questions to be answered are:

- Areas of improvement?

- Repetitive problems?

- Blocking points in business development?

Opportunities are represented by external factors; such as market events that influence its
growth. Answering the following questions can create opportunities for the company:

- Changing which internal process can lead to growth opportunities?

- What are the external opportunities that the company can take advantage of?

- How can strengths be turned into opportunities?

Threats are external events that a company cannot control or manage. To prevent a crisis
within the company, answers to the following questions will be sought:

- What threats can hinder the development of the company?

- What is the action mode of competition in this situation?

- What are the threats that expose the company's weaknesses?

8 https://organic-agency.ro/analiza-swot-model-exemple/
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2.3 The strategic planning process aims to develop and implement a practical company
strategy that is established for a three-year observation period. This fact ensures the sustainable
success of the company and is supported by the entire organization. The individual process
phases® that ensure the development and implementation of the corporate strategy will be
described in the following points:

1. The strategic objective. The strategic target and the performance indicators are set by
the highest level of management. They will be cascaded down the hierarchical line, from the
highest level to the lowest. This cascading can be done through various methods, the most
common being meetings and emails. Next, each department/structure should define its adjacent
performance indicators, which will help them achieve the target received from the highest
management level, usually the CEO (Chief Executive Officer), CFO (Chief Financial Officer). or
COO (Chief Operating Officer)

2. Key challenges of a department. Based on the SWOT analysis, each department,
according to the bottom-up organizational chart, develops key challenges in the workplace
interaction. This mainly reflected a point of view limited to one department. The selection of
relevant information is done according to the requirements defined by the CEO/CFO/COO in
stage 1 of the planning process. This way, an understanding is generated at company level and
relations will be more transparent. Later, based on stage 1 of the process, the content of the
department's challenges will be re-evaluated and included in the key challenges of the entire
company. This includes, therefore, all topics of interest that must be developed (further) in the
organization

3. Strategic factors. The strategic success factors will be identified and defined in a joint
department of the CEO/CFO/COO and managers. The strategic success factors are those
capabilities of the organization that should guarantee successful sustainability, according to stage
1 of the strategic planning process. They form the basis of the development of the key challenges
defined in stage 2 of the process.

4. Plausibility or admissibility. To ensure a coherent and stable strategic concept, a
plausibility check must be done at all stages of the process. This analysis is carried out by mutual
agreement between the CEO/CFO and the managers

5. Action plan. The company strategy developed from top to bottom and from bottom to
top, from steps 1-4 of the process, presents the framework of the action plan. Managers will
present the company-wide strategy in the departments and make their own action plan from the
bottom to the top. After completion, there will be a meeting between the CEO/CFO and managers
in which each presents the individual action plan. The presentation is made to obtain transparency
and to avoid information overload. In addition, a link between strategy and finance will be
ensured. Action plans will be communicated from top to bottom and will be broken down at the
operational level down to the employee. The individual targets derived from the strategy and the
action plans will be agreed during the annual target setting meeting.

6. Effectiveness check. The department's action plan will be discussed once a year, during
the Management Review meeting, and compared with the performance indicators to guarantee the
effectiveness of the action plans. In addition, at least once every two years, an update of the
strategies will be carried out between the CEO/CFO and the managers in order to timely integrate
the changes in the strategic plans.

2.4 Turtle diagram is a graphical, simplified representation of a process analysis (see
Figure 3). It records the facts quickly and in a clearly understandable form and thus provides a
sufficiently accurate picture of a process and often forms the basis for systematic risk
management. The name turtle comes from the sketchy shape of a turtle, where the mouth and tail
symbolize the entry and exit of the process, and the limbs certain influencing factors™.

? George Balan, Lucian Grigorescu (2013), Managementul strategic al firmei. Editura Sitech, p.56 si urm
9 https.//www.quality.de/lexikon/turtle-diagramm/
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The 6 areas that are analyzed using this type of diagram are:
- the inputs to the process;

- the methods by which the process is carried out;

- the human resources involved in the process;

- material resources and equipment used in the process;

- measuring the efficiency of the process;

- the outputs or results of the process;

Turtle Diagram Template

Resouvces Resources

T Whot? ‘ with Whoery

Input D Ou!pu!
plivor Whot?

Recove What?

Methods l Moosuros
MHoOw is it dJone?

wha

Figure 3.. , Turtle Diagram”
Source: https://www.quality.de/lexikon/turtle-diagramm/

The Turtle diagram is used: for the presentation of a process (process management), to
carry out risk analyses (cost savings) or to perform process analyzes (process optimization). We
can see the benefits of using it : by systematically considering each individual characteristic, also
in sub-processes, a new point of analysis is taken, or a strongly structured visualization creates
high transparency of interfaces and dependencies (input-output). This diagram has also some
disadvantages: the detailed description of how the individual factors (resources, staff, procedure)
interact cannot be achieved by describing the profile type process, or when analyzing a process
chain, a lot of effort quickly arises when comparing individual turtles to each other.

3. RISK ANALYSIS REPORT

A risk assessment report should be structured in a way that guides stakeholders through
the methodology, findings, and recommendations. It usually includes an executive summary,
introduction, methodology, findings, recommendations, and appendices. The executive summary
should provide a brief overview of the main points and conclusions, while the introduction should
explain the background, context, and rationale for the risk assessment. The methodology section
should describe the methods, tools, and sources used to identify, analyze, and assess risks. The
findings should present and discuss the results of the risk assessment, including the risk register,
profile, and matrix. Recommendations should provide suggestions and actions on how to address,
reduce, or eliminate risks. Finally, appendices should include additional material that supports or
illustrates the report.

Following the report, companies must create an action plan and documents that lead to
their prevention and an organized and structured way of reacting in the event of their occurrence.
Actions must be followed up and resolved as soon as possible.
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Figure 4 presents a matrix of risk classification™ according to the impact on the
stakeholders and on the company's objectives. The color code is used to draw attention to the
impact and to be able to more easily prioritize the implementation of remedial or elimination
actions.

The red color has priority in solving defined actions having the greatest impact. Then
comes the color orange and yellow as criticality. The green color represents nice-to-have
recommendations, meaning there are some recommendations that take the respective points into
the plan for continuous improvement, improvement.

5x5 Risk Matrix Example

Impact
How severe would the outcomes be if the risk occurred?

.
»

Insignificant Minor Significant
1 2 3

5 Almost Certain Medium 5 Very high15  Extreme 20  Extreme 25

4 Likely Medium 4 Medium 8 Very high16  Extreme 20

3 Moderate Low 3 Medium & Medium 9 Very high 15
2 Unlikely Very low 2 Low 4 Medium & Medium 8
Very low 1 Very low 2 Medium 4 Medium 5

Probability
What is the probability the risk will happen?

Figure 4 Risk Matrix
Source: https://safetyculture.com/topics/risk-assessment/5x5-risk-matrix/

Risks in any manufacturing firm are the threats that occur to the company to achieve its
business objectives. To eliminate or reduce risks, objectives, both primary and competing
objectives, are cascaded down the structure in the form of performance indicators, KPIs. They are
periodically analyzed and in case of deviations, action plans are opened for their recovery.

Based on the results of the risk analysis, below are some of the most frequently
encountered categories of major risks in a company:

1. Key equipment failures, for example: minor/major machine failures, customer
complaints about defective product;

2. Interruption of products, services or processes provided externally, for example: the
supplier faces major disruptions, the supplier does not respect the rules established between the
interested parties, shortage of raw materials;

3. Recurring natural disasters such as earthquake, flood, heatwave;

4. Fire, explosion;

5. Pandemics, for example. COVID-19;

6. Utility interruptions: interruption of electricity supply, drinking water supply, gas
supply;

7. Labor shortage caused by: pandemic/contagious/infectious diseases, work accident, lack
of top management, seasonal migrations;

8. Infrastructure disruption: non-functional ventilation/heating/pumping system, train
derailment, plane crash, plant damage.

1 https://safetyculture.com/topics/risk-assessment/5x5-risk-matrix/
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9. Cyber attacks on information technology (IT) systems: server(s) malfunctioning,
hardware not working, communication not working, IT security problem, ERP system (SAP) not
available.

Risk analysis obliges companies to take measures to reduce and eliminate the occurrence
of risks, as well as to create plans that ensure a quick intervention in case of deviations from the
defined rules. As a result, the outputs for the risk assessment are: the company's emergency plan
and its derivatives, escalation plans specific to the risk category, reaction plans specific to the risk
category, the rapid intervention plan.

The documents used to carry out the analysis and those resulting from it, must be checked
periodically in internal and external audits, performed by the certification bodies.

CONCLUSIONS

Risk analysis involves examining how established outcomes and objectives may change as
a result of the impact of the risk event. Once risks are identified, they are analyzed to identify the
qualitative and quantitative impact of the risk on the company so that appropriate measures can be
taken to mitigate them.

Early observation of potential damaging scenarios for the company and the negative
consequences, and establishing a priori measures to quickly overcome or even avoid possible
problems is a mandatory element in any company.

Of course, sometimes risk can be hard to spot. If a company is confronted with a negative
consequence that was not anticipated, time, money and reputation could be on the line and led the
company to insolvency. Similarly, overestimating or overreacting to a risk situation can create bad
and prejudicial decisions.

Approaching risks in a logical and controled manner is likely to minimize the negative
impact suffered by the company, which is why risk analysis is a useful and necessary tool for the
sustainable development of any company.
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