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Abstract:

Digitalization has been identified as the most significant technological trend that is changing
both society and business. Demographic changes, globalization, and new technologies are
altering the nature of work and people's lives. The purpose of this research is to assess the
current state of the digital economy's performance at an European level, while also highlighting
the efforts undertaken by the 27 states of the EU to monitor progress, as well as the major
differences in the digital economy at the level of European Union states. The analysis covers the
27 member states of the European Union and, depending on data availability, the United
Kingdom, Norway, and Switzerland, for the period 2020-2022.
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INTRODUCTION

Digitalization is seen as a key influence on the future of human activity in the coming
decades. Computing, Big Data, the Internet, Artificial Intelligence (Al), and online platforms are
among the developments that are radically changing perspectives on societal development,
business activities, the types of jobs that will be needed in the future, and how, where, and by
whom they will be done. Digitization, digitalization, and digital transformation are three terms
that have been used for many years, but often, not in a very precise way. Common themes
associated with these concepts are digital innovation, digital convergence, and digital
transformation.

Digital technology takes information and breaks it down into its smallest components. By
transforming an analog signal into discrete pieces, digitalization makes it possible to manipulate
information, text, graphics, software code, audio, and video in ways previously not imagined, thus
enhancing its informational and transformative capabilities (Maxwell and MacCain, 1997).

This description is supported, among others, by Hagberg & others, Parviainen & others
(2017), and Eling and Lehmann (2018).

Thus, Hagberg & others (2016)! show that digitalization is one of the most significant
ongoing transformations in contemporary society, encompassing many elements of business and
everyday life. Digitalization refers to both a transformation from "analog" to "digital" (for
example, a shift from cash to electronic payments) and the facilitation of new forms of value
creation (such as accessibility, availability, and transparency). A broad definition is given by
Machekhina?, in whose view, digitalization means the transformation of all types of information
(text, sound, images, video, and other data from various sources) into digital language.’
Digitalization is the process of spreading a general-purpose technology. The last similar
phenomenon was electrification. The digitalization of products and services shortens the distances

! Hagberg, J., Sundstrom, M., Egels-Zandén, N. (2016). The digitalization of retailing: an exploratory framework. Int.
J. Retail Distrib. Manag. 44(7), 694-712
2 Machekhina, O. (2017). Digital of education as a trend of its modernization and reforming. Espacios Magazine
38(40), 26-31
3 Ibid
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between people and things, increases workforce mobility, and decisively amplifies network
effects.

MAJOR DIFFERENCES IN THE DIGITAL ECONOMY AT THE LEVEL
OF EUROPEAN UNION STATES (ENTERPRISES)

The digital economy and society can be illustrated using multiple dimensions. In this
analysis, we focused on the use of information and communication technologies (ICT) by
enterprises in the European Union (EU) member states and a few non-member European states,
depending on data availability, in the years 2021-2022.

1. THE USE OF INTERNET BY ENTERPRISES

Access to the Internet - Enterprises connected to the Internet via fixed broadband.

In 2022, the vast majority (94.2%) of EU enterprises with at least 10 employees and self-
employed individuals have used fixed broadband connections to access the Internet. The
percentage was even higher for medium-sized and large enterprises, where almost all enterprises
reported connecting to the Internet via fixed broadband.
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Image 1: Enterprises with fixed broadband connection, by size class and speed, EU, 2022 (% of enterprises)
Source: Own processing based on Eurostat data, 2023

More than a quarter of large enterprises have used internet connections with a speed
higher than 1 Gb/s. With almost all enterprises connected to the internet via broadband, the speed
of these connections still needs monitoring, as the use of other advanced technologies by
enterprises often relies on high internet speed.

In 2022, 9.7% of the EU enterprises had an internet connection speed below 30 Mb/s,
higher percentages having a connection in the range > 30 Mb/s but < 100 Mb/s (26.7%), and in
the range > 100 Mb/s but < 500 Mb/s (30.5%). Less than one in six enterprises (15.1%) had a
connection in the range > 500 Mb/s but < 1 Gb/s, while the fastest internet connections (at least 1
Gb/s) were used by more than a tenth (11.9%) of EU enterprises.

42



As we can see in Image No. 1, the proportion of large enterprises using the fastest
connection speeds (> 1 Gb/s) was almost three times higher than the figure recorded for small
enterprises.

2. REMOTE MEETINGS AND REMOTE ACCESS TO ENTERPRISE
RESOURCES

A. Enterprises conducting remote meetings via the Internet, 2022:

Half of the enterprises in the EU conducted remote meetings via the Internet. In 2022,
50.0% of EU enterprises reported conducting remote meetings through online platforms (Skype,
Zoom, MS Teams, WebEx, etc.). The percentage of enterprises that organized online remote
meetings was highest among large enterprises (93.0%), compared to medium-sized enterprises
(76.0%) and small enterprises (44.0%) (image No. 2).
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Image 2: Enterprises conducting remote meetings via the Internet, by size class, EU, 2022 (% of enterprises)
Source: Own processing based on Eurostat data, 2023

The percentage of enterprises that have organized online remote meetings was the highest
in Sweden (79.4%), Finland (78.5%), and Denmark (78.0%). The lowest share of these enterprises
was recorded in Romania (31.2%), Hungary (29.4%), and Bulgaria (28.2%) (Image no. 3).
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Image 3: Enterprises conducting remote meetings via the Internet, 2022 (% of enterprises)
Source: Own processing based on Eurostat data, 2023
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Remote access to enterprise ICT systems.

In 2022, in 77.7% of EU enterprises, the personnel had remote access to the enterprise’s
email system. Nearly two-thirds of enterprises (65.0%) reported that their employees had remote
access to enterprise documents (e.g., files, spreadsheets, presentations, charts, photos). In over
60% of enterprises, employees were able to remotely access business applications or enterprise
software (for example accounting, sales, orders, CRM). The percentage of enterprises with
employees having remote access was particularly high among large enterprises, where 9 out of 10
enterprises reported that their staff had remote access to each of the three different types of ICT
systems (Image No. 4).
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Image 4: Enterprises with employees having remote access, by size class, EU, 2022 (% of enterprises)
Source: Own processing based on Eurostat data, 2023

In 2022, in all EU member states, more than half of enterprises reported that some of their
employees had remote access to the enterprise's email system.
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Image 5: Enterprises with employees having remote access to the enterprise's email system, 2022 (% of enterprises)
Source: Own processing based on Eurostat data, 2023

The highest percentages were recorded in Finland and Belgium, where this was the case
for over 90% of enterprises (93.0% and 90.1%). On the other hand, in less than 60% of enterprises

of Greece (57.8%), employees had remote access to the enterprise's email system.
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3. ICT SECURITY IN ENTERPRISES

ICT security refers to relevant incidents, as well as the measures, controls, and procedures
applied by enterprises to ensure the integrity, confidentiality, and availability of their ICT data and
systems.

» ICT Security Measures

In 2022, 91.8% of EU enterprises used at least one ICT security measure.

The most used measure was a strong password authentication (82.2%), followed by data
backup in a separate location or cloud (77.6%) and network access control (64.9%). Less than half
of the enterprises reported using virtual private networks (VPN) (48.6%) or maintaining log files
for analysis after security breaches (44.8%). Enterprises have used less frequently encryption
techniques for data, documents, or emails (36.4%), ICT security tests (34.6%), ICT risk
assessments (32.2%), a combination of two or more authentication mechanisms (31.0%), or user
identification and authentication through biometric methods (13.5%) (Image No. 6).
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Image 6: ICT security measures used by enterprises, EU, 2022 (% of enterprises)
Source: Own processing based on Eurostat data, 2023

» Documents on ICT Security Measures, Practices, or Procedures

In 2022, 37.3% of EU enterprises had documents on implementing measures, practices, or
procedures regarding ICT security. The percentage of large enterprises holding documents on ICT
security (79.6%) was almost 2.5 times higher than the proportion recorded for small enterprises
(32.5%).

Almost a quarter of EU enterprises (23.8%) defined or revised their documents on
measures, practices, or procedures regarding ICT security in the past 12 months. For 8.7%, this
was the case 12-24 months ago, and for an additional 4.8%, it was more than 24 months ago.
More than half of large enterprises (58.2%) declared that they defined or revised their documents
on ICT security in the past 12 months, while for medium and small enterprises, this proportion
was significantly lower, at 37.7% and 20.2%, respectively (Image no. 7).
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Image 7: Enterprises with documents on ICT security measures, practices, or procedures, by size class, EU, 2022 (%
of enterprises)
Source: Own processing based on Eurostat data, 2023

CONCLUSIONS

Digital transformation leads to a profound change in society through a complex process
that affects all sectors, presenting potential challenges for manufacturing industries and the
services sector. The potential productivity gains from digital technologies are significant, but there
is also a risk of not keeping up with rapid digital developments, depending on the capacity to
store, extract, and process data, while also meeting the trust, security, and fundamental rights
requirements of the citizens.

The digitalization of companies depends on various factors, such as adequate digital
infrastructure, competition-friendly regulations, and labor market skills.

To achieve the expected gains of digitalization, of digital transformation, the European
Union must position itself well in the global environment, creating better conditions for
innovation in the technologies essential to European interests, while remaining within the
boundaries of the European economic model.

To monitor progress in digitalization, the European Union uses the Digital Economy and
Society Index, DESI, structured in four dimensions. The index can take values between 0 and 100
points; the higher the score, the more proficient a country is in a specific digital domain. THUS,
there are significant differences among the EU-27 countries across all defining dimensions.
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